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Disasters as the Rule

Disasters are Becoming more
Common and more Destructive.
More People are Affected Each
Decade per the World Disaster
Report

e 20,807,165 (2001-2010)

e 4,502,527 (1991-2000)

Acts of Violence in HOWs




« Unique Environment
(Congregation, Vulnerable
Population, On and Off Site)

« Volunteer and Help Others but

are not Prepared for the
Disaster that Directly Impacts
your own HOW.

« Your Community Turns to You
During Times of Crisis.




Plan Now: Effective emergency
planning can help a congregation
respond appropriately and resume
operations quickly during an
emergency so it can continue to care
for its members and, if needed,

support those affected in the

community by the disaster.

DISASTER MINISTRY




e Show your Strengths.

e No Group or Agency is in a better
Position to Connect with People and
Build Trust like a HOW.

e Prepare your HOW with an EAP but also
Consider Development of Specialized

Plans to Help you do what you do Best:
e Care for the Weak, the Poor, the
Vulnerable.




Ready Rating

A free, online, self-
paced,
organizational
emergency
preparedness
program that helps
organizations
prepare
appropriately,
Guid.e for Developing High'- | respond effectively,
Quality Emergency Operations
Plans for Houses of Worship and recover quickly
June 2013 from disaster and 7o CAZLTATINAT)
% revA @ ) © @ other emergencies. e s T B ED SO M L

Self-Assessment User Guide
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Introduction to Aligned Planning

e Emergency Planning works best when
aligned with practices at the local, state,

and national levels.

e |f your HOW has an existing plan, Disaster
Faith

adapting that plan using these principles

and processes will ensure alignment with
terminology and approaches used across
the nation, including your first

Network

responders.




Principles of Emergency Planning

* Leadership should initiate and support the effort.
* Assignment of a Champion is very helpful.

* Encourage participation from the congregation and the
community.

* Consider a wide range of threats and hazards, and address
your needs before, during and after an incident.

* Threats and hazards can affect a facility at non-standard times
and incidents can occur during off-site events.




Principles of Emergency Planning

* The whole HOW includes regular attendees, guests and
staff including those with disabilities and access and
functional needs.

e Utilize the tools and guides provided but don’t forget
to include input from the congregation as well as
thoroughly evaluate the templates usefulness for your
unique facility.




Principles of Emergency Planning

* Church Preparedness Calling
* Small Group — Crisis Management
* Independent Individual — Write the Plan

* Sunday School — Research Options and Met with
Leadership Informally




Developing your EAP
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The Planning Process




The Six Step Planning Process

There are many ways to develop a plan.

Process is Flexible.
Step 1: Form a Collaborative Planning Team
Step 2: Understand the Situation
Step 3: Determine Goals and Objectives
Step 4: Plan Development
Step 5: Plan Preparation, Review, and Approval
Step 6: Plan Implementation and Maintenance




Developing your EAP
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Step 1: Form a Collaborative
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Step 1: Form a Collaborative Planning Team

Don’t go it Alone.

A Note on Size:

e First Responders e Small Enough to Enable

® Other Houses of Worship Progress.

|dentify your Core Planning Team: e Large Enough to Share the Load.
e Leadership

e First Responders within the

Community and HOW

Agree on a Meeting Schedule,
Goals, and Roles.

Individuals with Access and

Functional Needs
Elderly

® Project Champion
e Committee Structure

s +




Developing your EAP

Step 2: Understand the
Situation
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Step 2: Understand the Situation

|dentify tour Possible Threats and Hazards that face your HOW

and Community.

Assess your Risks and Vulnerability to those Risks.

Its a Discussion — See Where You Feel Comfortable Focusing First.

Utilize Existing Resources as a Starting Point.

e Chatham County Multi-Jurisdictional Pre-Disaster Hazard
Mitigation Plan, 2020

e FEMA’s National Risk Index for Natural Hazards




Hazards Chosen

based on the

Previous Plan, the
Current State of GA
Mitigation
Strategy, and
consideration of
hazard frequency
and potential
severity of damage.
Wherever possible,

probability of

future occurrences
as based on
historical data.

Hazard Probability Impact ?;::;I Warning Time Duration S::I!E

Dam Failure Unlikely Limited Negligible | Lessthan 6 hrs | Less than 1 week
Drought Likely Minor Large More than 24 hrs | More than 1 week
Earthquake Possible Limited Moderate | Less than 6 hrs Less than 6 hrs

Erosion Likely Limited Small More than 24 hrs| Less than 1 week
Extreme Heat Highly Likely Critical Large More than 24 hrs | Less than 1 week

Flood Highly Likely Critical Moderate | 6to 12 hours Less than 1 week
Hurricane Likely Catastrophic Large More than 24 hrs| Less than 1 week

Sea Level Rise Likely Critical Moderate | More than 24 hrs | More than 1 week
Severe Weather (Hail)* Highly Likely Minor Small Less than 6 hrs Less than 6 hrs

Severe Weather (Lightning)* | Highly Likely Minor Negligible | Less than 6 hrs Less than 6 hrs

Severe Weather (Winds)* | Highly Likely Limited Large Less than 6 hrs Less than 6 hrs

Severe Winter Weather Likely Limited Large More than 24 hrs| Less than 1 week
Tornado Likely Critical Small Less than 6 hrs Less than 6 hrs
Wildfire Likely Limited Moderate | Lessthan 6 hrs | Less than 1 week
Hazardous Materials Likely Critical Moderate | Lessthan 6 hrs | Lessthan 24 hrs

Terror Threat Unlikely | Catastrophic | Negligible | Less than 6 hrs | More than 1 week | 2.2

Chatham County

Multi-Jurisdictional Pre-Disaster Hazard Mitigation Plan

2020



Step 2: Understand the Situation

FEMA’s National Risk Index for Natural Hazards Wz AR e 2 T

IS MBI IR E SR S New, online TN Use the interactive National Risk Index Map to visually

application from FEMA that identifies communities explore natural hazard risk data across the United States.
most at risk to 18 natural hazards. This application i N 2
visualizes natural hazard risk metrics and includes

Explore the Map

data about expected annual losses from natural
hazards, social vulnerability and community
resilience. The National Risk Index's interactive
web maps are at the county and Census tract level.
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Step 3: Determine Goals and
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Step 3: Determine Goals and Objectives

ldentify which Threats and Hazards will be Addressed by
your EAP.

o May address all Risks or just those marked as High and a
few marked as Medium.

Determine your Goals and Objectives for each Hazard.
e Goals: What you want to Achieve. Broad.

e Objectives: Specific actions to achieve your goals.
Three Deep per Threat or Hazard (Before, During, After)




Step 3: Determine Goals and Objectives

Goals for a Fire Hazard

o Goal #1 (Before): Prevent a fire from occurring in the
HOW.

o Goal #2 (During): Protect all Persons and Property from
injury by the fire.

o Goal #3 (After): Provide necessary medical attention to
those in need.




Step 3: Determine Goals and Objectives

Goals & Objectives for a Fire Hazard

o Goal #1 (Before): Prevent a fire from occurring in the
HOW.

o Objective 1.1: Provide fire prevention training to all
kitchen personnel and ushers.

o Objective 1.2: Store combustible materials in fireproof
containers or off site.




Step 3: Determine Goals and Objectives

Goals & Objectives for a Fire Hazard

o Goal #2 (During): Protect all persons and property
from injury by the fire.

» Objective 2.1: Evacuate all persons from the
building immediately.

» Objective 2.2: Account for all persons on site.




Step 3: Determine Goals and Objectives

Goals & Objectives for a Fire Hazard

o Goal #3 (After): Provide necessary medical
attention to those in need.

o Objective 3.1: Immediately notify emergency
responders by dialing 911 for any fire in the HOW.

» Objective 3.2: Immediately provide first aid.
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Step 4: Plan Development
(Courses of Action)




Step 4: Plan Development (COA)

ldentify how you’ll meet your Objectives.

Addresses the what, who, when, where, why, how for each threat

or hazard.

e Create a Scenario based on the threat or hazard.

e You know what you want to see happen (Goals and
Objectives).

e Determine how long you’ll have to respond.

e Determine what needs to be done and by who.

e Resources?
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Step 5: Plan Preparation,
Review and Approval




Step 5: Plan Preparation, Review and Approval

Write the Plan!
e Start with a Timeline.
e Again, Don’t Reinvent the Wheel. Use Existing Templates from

Ready Rating or other Faith Based Institutions.
e Remember to Plan with your HOW in Mind.
Review the Draft.

Seek Approval.
Distribute with members and First Responders.

Storage of the Plan.




Basic Plan
1.

Intreductary Material

1.1. Promulgation Doecument/Signaturas
1.2, Approval and Implementation
1.3. Record and Changes

1.4. Record of Distribution

1.5. Table of Contents

Purpose and Situation Overview

2.1. Purpose

2.2, Situation Ovarview

Concept of Operations

Organization and Assignment of
Responsibilities

Direction, Contrad, and Coordination
Information Collection, Analysis, and
Dissaminalion

Training and Exarcises
Administration, Finance, and Logistics
Plan Development and Maintenance

10. Authorities and Referances

Funclional Annaxeas

{Mote: This is notl a complele list; howawver, it is
recommendead that all plans include these
funciional annexes. )

3
4.
5

Hazard-. Thraal-. or Incideni-5

Evacuation
Lockdown
shalter-in-Place
Reacovary
Secunty

cific Annaxas

(NOTE: This is not a complate isl. Each house of
wiorship's annaxes will vary based on their threat
and hazard identification and risk assessment.)

3
4

a.
(5]

Savara Storm

Earthgquake

Tornado

Fire

Hazardous Malerials Incident
Active Shooter




American
Red Cross

Emergency Action Plan Templates

= Easily create a customized emergency action plan that fits your
organization's needs.

Select from two template options:

o EAPGo Template: Standardized topics address minimum OSHA
requirements.

o EAPAdvance Template: Choose up to 70 additional topics that allow you
to go into greater detail.

Both templates can be exported to your computer to finalize customization.

Every organization should have a written emergency action plan, but
facilities with 10 employees or more are required by OSHA to make a written
emergency action plan available to all employees.




Step 5: Plan Preparation, Review and Approval
Planning Tips:
» Use Clear and Simple Writing in Plan Language.
» Utilize checklists, maps and visual aids.

» Avoid jargon and abbreviations.
o Provide Detail, but not too much detail.




Step 5: Plan Preparation, Review and Approval

The Plan Review:

A plan is adequate if it identifies and addresses how to respond to your
identified threats and hazards.

A plan is feasible if your HOW can accomplish the assigned tasks with the
resources on hand in the timeframes required.

A plan is acceptable if it meets the requirements driven by a threat or
hazard.

A plan is complete if it provides a thorough picture of what should happen,

when and at whose direction, taking into account the needs of all of your
HOW members.




Step 5: Plan Preparation, Review and Approval

Seek Approval.
Distribute with Members and First Responders.

Celebrate!
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Step 6: Plan Implementation
and Maintenance




Step 6: Plan Implementation and Maintenance
Assign Responsibility for Ongoing Updates
Regular Training/Review
Post Information throughout the Building
Develop Guides
Familiarize Members and Partners
Exercise the Plan, Test it!

Update and Imﬁrove



Step 6: Plan Implementation and Maintenance

Update the Plan:

As Determined by the Team
When Key Staff Turnover
Policies Change
Post-Exercises

Post-Events
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Ready Rating

A free, online, self-
paced,
organizational
emergency
preparedness
program that helps
organizations
prepare
appropriately,
Guid.e for Developing High'- | respond effectively,
Quality Emergency Operations
Plans for Houses of Worship and recover quickly
June 2013 from disaster and 7o CAZLTATINAT)
% revA @ ) © @ other emergencies. e s T B ED SO M L

Self-Assessment User Guide
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American

s The Solution

Red Cross Ready Rating Program®
www.readyrating.org

Ready Rating : Free membership

Online accessibility

R WO KO [F FOUR CROARLIATION 15 1N DANGERY

YOU CAN FIND OUT BY ANSWERING

[ REE SIMPLE GUSTIORSE- Easy, self-paced assessment

b & telrd

Tools to create an action plan

Make sure your organization is safe and ready

Customized feedback

Helps fulfill OSHA standards

Helps build your “Preparedness Team”




American
Red Cross

As a Ready Rating Member

You can:
Measure your organization’'s current preparedness level.

Help your organization improve its emergency action plan or
create one if your organization does not have one.

Provide the tools needed so that your employees know what to
do.

Track your progress to help your organization and staff respond
smarter, and more safely and efficiently, in the event of a disaster.

Make getting prepared: simple, cost effective, and achievable.




American
Red Cross

Become a Ready Rating Member

= Enroll on the website
www.readyrating.org.

o Accept the Ready Rating
Membership Agreement.

o Complete one of the Ready Rating
Self-Assessments to measure
current preparedness level with a
score (1-100).




American
Red Cross

Ready Rating Assessments

= Two choices, based on your needs:

o ReadyGo™ — short, 25-question assessment for fast
evaluation that focuses on core functions that affect
preparedness

o ReadyAdvance™ — comprehensive, 60-question
assessment for deeper look at an organization’s response
and planning efforts




American
Red Cross

Assessment Sections:

Participation — demonstrates commitment to preparedness

Emergency Planning — demonstrates understanding of
most likely hazards and potential impacts

Facility and Equipment — prepares environment and
response equipment appropriately

Training and Exercises — ensure staff is properly trained
and skills are practiced

Extended Community — demonstrates commitment to the
wider community




American Red Cross

Ready Rating"

MY DASHEOARD ABOUT

RESOURCE CENTER

SPONSORS CONTACT

ReadYGo /1 25 QUESTIONS TO RATE YOUR PREPAREDNESS

)

d

American
Red Cross

e Participation

My Assessment Score
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2 save/Print
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v Version
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American
Red Cross

Customized Next Steps Report

= Completing an assessment generates a Next Steps Report.

= Next Steps Reports outline the recommended actions the
organization can take to improve its level of preparedness.

= To help you complete each action, the Next Steps Report
recommends specific tools in the Ready Rating Resource Center.

= Members can improve their assessment scores by completing
recommended steps and updating their assessments regularly.




American Red Cross

Ready Rating"

Report Options

lUse the Report viewer on this page to view your Next
Steps Report for the ReadyGo or ReadyAdvance
assessment that you have marked as current in your
assessment center. The Report viewer allows you to page
through the report as well as print or save the reportto a
PDF format. You can return to the assessment center or
to the main dashboard at any time using the buttons

Delow

3 Return Te My Dashboard

*+ Return To Assessment Center

MY DASHBOARD ABOUT RESOURCE CENTER SPONSORS CONTACT Search

ng lﬁ H Elq,i |J»J »._I 4[urrant F’a'-]i.‘-'ﬂ P I@é

Print Print | Save To Save To First Prévious Page Count: 9 Mext  Last Fird
Feport Page Filer Window~= | Page  Page Page Page Text

Print Export MNavigation Feport

American Red Cross

Ready Rating"

Section 2: Emergency Planning

Q.9 The emergency response planning committee meets at least quarterly

Response: False

Action Steps:  Qpce the ERP committee has been formed, schedule four quarterly
meetings. Give people ample time to plan arol H_}he comumittee's
schedule. Establish general agenda guidelines. for example. if vou
hold a meeting in May consider discussing how to prepare for the
start of hurricane season at that meeting. Have clear goals i mind
and continue to review and refine the emergency response strategy

continually.
Resources B crmerpency Response Planning Committee

B yideo: Re-assessment of Threats

B video: Emergency Planning Committes

TESLLLE o




American
Red Cross

Emergency Action Plan Templates

= Easily create a customized emergency action plan that fits your
organization's needs.

Select from two template options:

o EAPGo Template: Standardized topics address minimum OSHA
requirements.

o EAPAdvance Template: Choose up to 70 additional topics that allow you
to go into greater detail.

Both templates can be exported to your computer to finalize customization.

Every organization should have a written emergency action plan, but
facilities with 10 employees or more are required by OSHA to make a written
emergency action plan available to all employees.




American Red Cross

Ready Rating"

MY DASHBEOARD ABOUT RESOURCE CENTER SPONSORS COMNTACT

Emergency Action Plan (EAP) Template Generator

o
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Amarican Red Cross

Ready Rating"

Featured Resources

American
_/ RedCross

Ready Rating Resource Center -

The Ready Rating Resource Center contains more than 70 “actionable”
resources that help members achieve their preparedness goals, including the
following resources:

= More than 30 videos on topics of emergency preparedness given by experts
in the field of emergency management, including: -
o Emergency action plans
o Job descriptions
o Reports

Checklists

Sample Forms
Presentation Decks
Whitepapers

rResource Library Lse

Newsletter Archive

MY DASHBDARD ARDUT RESOURCE CINTER SEONTORT CONTALT

Resource Topics

Participation

Emergency Planning

EMERGENCY

PLANNING P [ view s |

FACILITY &
EQUIPMENT



American American Red Cross

Ready Rating"

Red Cross

Action ltems

1. Join Ready Rating: - +
reaayratiing.or
o Go to ReadyRating.org. yrating.org

o Register (in one minute).

2. Measure your preparedness level (choose one):
o ReadyGo Assessment (< 30 minutes)
o ReadyAdvance Assessment (~1 hour)

3. Start improving using your Next Steps Report.

4. Protect your organization, staff, clients, and community!




American American Red Cross

Ready Rating"

Red Cross

Action ltems

1. Join Ready Rating: - +
reaayratiing.or
o Go to ReadyRating.org. yrating.org

o Register (in one minute).

2. Measure your preparedness level (choose one):
o ReadyGo Assessment (< 30 minutes)
o ReadyAdvance Assessment (~1 hour)

3. Start improving using your Next Steps Report.

4. Protect your organization, staff, clients, and community!




The assessment, when completed, will provide an easy to follow road map for implementing
suggested voluntary options for consideration. These options are based on current best practices
designed to improve facility security and preparedness:

(@)

Security and Perimeter Security/ Parking and Access Control/ Closed-circuit

Safety/Emergency Delineation Barriers Entry Control Video (CCV)/

Management

ASSESSMENT BASICS

Each question has either three or five answers.

The answers and options for consideration are
arranged from the lowest level of security that
offers a very low level of protection (red) to a
very high level of security that provides a greatly
enhanced level of protection (green). None of this
infers priority of actions to implement.

For each relevant question, identify the answer
that most accurately represents your facility.
Directly below the applicable answer is a
corresponding option for consideration. It may be
helpful to copy and paste the applicable option
for consideration into a separate document or
spreadsheet.

Video Surveillance
Systems (V5S)

USE OF THE RESULTS

The tables in the self-assessment
are designed to show a range of
security and protection, from the
lowest level of security that offers
minimal protection (red) to a very
high level of security that provides a
greatly enhanced level of protection
(green). None of these designations
is meant to infer priority of actions to
implement.

Each facility will be able to use the
results of this self-assessment to
evaluate the most impactful, cost
effective options to improve their
overall risk profile.




USING THE SELF-ASSESSMENT

Before starting, have a self-assessment available to allow ease of use when moving through the
guestion sets. Afterwards, use the methodology below to measure your current security level and
identify corresponding actions for improvement.

Use a step-by-step process to go through each question and identify your current posture.

After identifying your current posture, drop down to the corresponding option for consideration.

Consider the elements on the sliding scale to modify your security or preparedness level today or in the future.

Review and use the provided background, references for the self-assessment question, and additional resources to
build and improve your security and lower your risk.

Example: You have identified the lack of a security plan. Gauge the level that you would like to achieve, and then
use the resources referenced in the question to build a security plan.




THE SELF-ASSESSMENT IN ACTION

Question

Wery Low

The house of worship
doess nok hawve a security

Lo

The: hause of warship bas
& Seourity manager or

Misdium

The howuse of worship has
a secunty manager of

High

The house of worship has
a security manager or

Very High
Thiz hoause of worship has
i sEcurify manager of

Desigrarte: an mdividual
a8 8 seCunly manager o
a grown of indviduals as
a sacurity commities,
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implementing, and
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MISSEIN.
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Continual Improvemant Approach
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HoW Security Guide Overview

@f Goals

Conduct original research to analyze
incidents of targeted violence against
houses of worship between 2009 and
2019

Develop a security framework that can be
tailored to houses of worship of all sizes
and denominations

Audience

Houses of worship and faith-based
organizations looking to improve security

Available now:

cisa.gov/faith-based-organizations-
houses-worship

MITIGATING ATTACKS
ON HOUSES OF
WORSHIP

Security Guide

Guide developed in coordination with:
+ Federal, state, local, tribal, and territorial partners

+ Faith-based organizations

+ Subject matter experts in security for houses of worship

Infrastructure Security Division
October 18, 2022




HoW Security Guide Recommendations

REVIEW AND UPDATE REGULARLY

Security Framework

DEVELOPING IMPLEMENTING

ESTABLISH ROLES AND RESPONSIBILITIES

Security Coordinator

Responsible for implementing
the security strategy.

Security Planning Team

Supports the Security
Coordinator with planning and
executing the security
strategy. Security experience
preferred but not required.

Safety Team

Includes greeters and
volunteers as the first line of
defense in identifying and
reporting suspicious activity.

ASSESSMENT GO

YOUR SECURITY STRATEGY

Develop Security Plans

The planning process will prepare for
specific incidents and should be
updated regularly. Some Key plans to
include ara:

Emergency Actlon Plan

Active Shooter Plan

Business Continuity Plan

Incident Managemaent Plan

Short-Term Recovery Plan

Long-Term Recovery Plan

Conduct Vulnerability Assessment

The vulnerability assessment Is the first
step to understand your security needs.,
This will identify vulnerabilities and risks to
help priortize security steps, This should
be conducted by a security professional to
examine all physical and cyber processes
critical to security,

YOUR SECURITY STRATEGY

Cybersecurity

Types of Cyber Attacks - Creating a Culture
of Cyber Readiness * Cyber Hygiene
Online Safety - Security Practices and
Awareness - Combatting Specific Threats

Daycare and School Safety
Considerations

Assess the Facilities - Proceduras and
Protocols - Physical Security * School
Climate - Behavioral Health - Tralning -
Funding Resources

Protecting Your Facilities
Quter Perimater - Middle Perimeter-
Inner Perimeter

Building Community Readiness and
Resilience

Best Practices for Your HoW Community «
Specialized Policles and Long-Term
Planning » Engaging the Wider Community

PRIORITIZE ACTIONS BASED ON /
VULNERABILITY ASSESSMENT AND SECURITY PLAN

Infrastructure Security Division

October 18, 2022




Chatham Emergency Management Agency
124 Bull Street, Room 140

Savannah, GA 31401

*f ~ www.ChathamEmergency.org

EMERGENCY
¥ MANAGEMENT

| CHATHAM COUNTY 912-201-4500
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